Authority on Demand
Example of User Profile Swap setting

Author Stephen Cheney SCRC Secure Solutions bv

Scenario:

TESTUSERA4 is a user with low authority —user class *USER and no rights to access the application
iMenu400.

TESTUSERA4 is required to sign on to the system at the weekend and access the application iMENU400.

The application iMenu400 will only work with registered users. It recognizes the user name and once the
user has started the application will grant the user access to the applications depending on settings.

TESTUSER4 is NOT registered in iMenu400 — so he must ‘become’ another user in order to gain access.

What normally happens when TESTUSER tries to enter iMenu400
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So we set up a SWAP rule in Authority on Demand
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When TESTUSER4 accesses GETAOD the user becomes QSECOFR for the duration of the exercise.

NOTE : This is logged!
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So now when TESTUSER4 starts the iMenu400 application, he is ‘seen’ as QSECOFR with all his rights ana
access to the application
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Display Authority on Demand Log 04/10/13 - 04/10/13

TESTUSER4 Start swap to user QSECOFR in NLSRCO1Q 273103/TESTUSER4/PCWSC1
TESTUSER4 End swap to user QSECOFR in NLSRCO10 273103/TESTUSER4/PCWSC1

Attempt of TESTUSER4 to swap to QSECOFR was rejected in NLSRCO10 273128/TESTUS
TESTUSER4 Start swap to user QSECOFR in NLSRCO10 273126/TESTUSER4/PCWSC1
TESTUSER4 End swap to user QSECOFR in NLSRCO10 273126/TESTUSER4/PCWSC1
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